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AGENDA 

Thursday, July 18th  

1.Introduction 
2.VIRT-EU’s goals 
3.Simulation 
4.PESIA framework 
5.Simulation continues 
6.Discussion
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Introduction:  
Ethics in VIRTEU
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PART ONE:  
TALKING TOGETHER ABOUT ETHICS

Ethics in Practice
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TALKING TOGETHER ABOUT ETHICS
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Who is responsible for ensuring 
connected devices we allow into 
our lives behave ethically?

PART ONE:  
TALKING TOGETHER ABOUT ETHICS
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Conceptual Framings

1. Definitions of ethics – from 
philosophical literature in virtue 
ethics tradition 

2. Problems and limitations of virtue 
ethics (individual focus, incapacity 
to determine where ‘good’ comes from) 

3. Expansion in relation to concepts of 
capability (Sen) and care (Puig de la 
Bellacasa)
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Individual's 
attempt to live 
a "good life" 

The ability to act, 
given the structural 
opportunities and 
constraint

Shifting 
responsibilities 
and obligations in 
a web of relations

Beyond Virtue
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Ethics is understood differently by 
those interested in building ethical companies from 
the outset, and those that see ethics as compliance 

with a regulatory framework. 

Do-ers, Postponers, and the 
convenient ethics researchers
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When making a seemingly technical 
decision as whether to add a camera 
and a microphone to a device which 
might not necessarily need it, they 
consider not only their own subjective 
positions, but they also extend 
a matter of care to the networks they 
are part of, their potential users as 
well as the future generations that 
might be affected by them. 
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“Unfortunately, ethics never makes it 
into my ever-growing to-do list. 
Maybe one day, I will have time for 
it. But not at the moment, not when I 
am just starting my company”
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“After all” he said, “Google has all 
the resources, time and money to make 
sure everything is in order. I 
neither have the time, nor the 
money.”
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How are ideas about ‘goodness’ or 
‘good practice communicated? 

Which ideas hold tensions? 

What are the challenges of 
putting ethical ideas into 
practice? 

What are gaps between positions 
expressed by developers and those 
of other stakeholders?

Testing 
Ethical 
concepts
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PART TWO:  
VIRTEU : TOWARDS TOOLS

VIRTEU
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->tools
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“ethics starts where the law ends”
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“you can’t just go to ethics camp”
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->tools



Advisory Board Meeting

Tools as a System



STATE

MAP

GAPS

 contextualise 
answer

STEER

#value #ingredient #question

#value #ingredient #question

SHARE

weighted evaluation 
of ideas

MAP

solutions

questions

SHIFT futures
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Part Two: 
Hands On
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Activity!

PART TWO:  
TOOLS
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We are working on a product at 
our start-up.

PART TWO:  
TOOLS
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OldLifeWell has developed a smart bracelet that helps people with dementia (or other kinds of 
memory loss problems) to keep track of their daily routine tasks.  

OldLifeWell’s product was used to gain information from individuals with dementia on their 
wealth, and where and how they keep it. With the tracking capabilities of OldLifeWell’s product, 
a number of individuals with dementia have been kidnapped and such information has been 
taken from them. But since they do not have memories of it, their families become aware only 
when the money has left their bank accounts.  

OldLifeWell’s product is being promoted by political parties because it will enable people with 
dementia and other types of memory loss to be able to vote in the general elections. They have 
even come up with push notifications specific for the product that reiterates their campaign title 
and the name of their political party. Since the push notifications work around the daily routines 
of people with dementia, their uptake is high, and the users become familiar with the campaign 
and political parties.

OldLifeWell

PART TWO:  
TOOLS
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PART TWO:  
TOOLS

We are working on a product at our start-up. 

1. Get to know the diagram of the elements of your 
respective products. 

2. Now add any relations (users + makers). Who is related 
(using, impacted, connected to) to each element in your 
product?
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OldLifeWell has developed a smart bracelet that helps people with dementia (or other kinds of 
memory loss problems) to keep track of their daily routine tasks.  

OldLifeWell’s product was used to gain information from individuals with dementia on their 
wealth, and where and how they keep it. With the tracking capabilities of OldLifeWell’s product, 
a number of individuals with dementia have been kidnapped and such information has been 
taken from them. But since they do not have memories of it, their families become aware only 
when the money has left their bank accounts.  

OldLifeWell’s product is being promoted by political parties because it will enable people with 
dementia and other types of memory loss to be able to vote in the general elections. They have 
even come up with push notifications specific for the product that reiterates their campaign 
title and the name of their political party. Since the push notifications work around the daily 
routines of people with dementia, their uptake is high, and the users become familiar with the 
campaign and political parties.
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We are working on a product at our start-up. 

1. Get to know the diagram of the elements of your 
respective products. 

2. Now add any relations (users + makers). Who is related 
(using, impacted, connected to) to each element in your 
product? 

3. But before we continue: let’s have a check-in: what do 
we want to make sure OldLifeWell stands for? We’re just 
about to hire a new person and we want to make sure she 
knows what our moral principles are here

PART TWO:  
TOOLS



Let’s start with the best of intentions. What 
is your North Star for your product?  

What are the underlying values you will 
hold on to, no matter what?





INDIVIDUALLY

1. Write values from this list 
2. Then prioritise them



Ethics is defined not only by individuals 
but also as part of a wider group. 

These ethical values have been identified 
as the outstanding ideas of ethics in the 

community of IOT creators.



privacy

dignity

openness

inclusion 

well-being

autonomy

interoperability

data protection

transparency

non-discrimination

security

responsibility

sustainability



AS A GROUP

3. share and compare 

4. discuss definitions + priorities 

5. find agreement on priorities 

6. give each value a weight to show priorities 

7. write communal definitions

1. Write values from this list 

2. Then prioritise them

INDIVIDUALLY



COMMIT

AS A GROUP

3. share and compare 

4. discuss definitions + priorities 

5. find agreement on priorities 

6. give each value a weight to show priorities 

7. write communal definitions

1. Write values from this list 

2. Then prioritise them

INDIVIDUALLY
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-processing-
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-> questions from PESIA 

Will the bracelet reduce individuals ability to make 
their own decisions about the best route or pace?  

Will the tool include some form of remote control? 
 
If any limitations to user control exist, do they happen 
in contexts characterised by power asymmetries (e.g. 
workplace)? 

PART TWO:  
ENGAGING WITH PESIA
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PESIA:  
An overview

PART THREE:  
UNDERSTANDING PESIA
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• Project outputs: 
  

• a toolkit to describe systems, elicit values, analyse and find problems, solve them 
if possible  

• PESIA 
Impact assessment tool in questionnaire form 

1. Identify risks 

2. Implement mitigation 

 

PART THREE:  
UNDERSTANDING PESIA
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• Where does PESIA come from? 

• Strong legal research Politecnico di Torino and ethnography from LSE 
• Value analysis in jurisprudence and opinions from privacy regulators 
• Follow best practice PIA and DPIA models but add social and ethics 

PART THREE:  
UNDERSTANDING PESIA
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Understanding your system 
and establishing compliance

PART THREE:  
UNDERSTANDING PESIA
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Data mapping and basic legal compliance 
(Start with mapping hardware, software and wider system)
• What information is collected? 

• Special data 

• What do you do want to achieve with the information? 

• Where does the information come from?


• What authorisation or rationale do you have to use that information? 

• What information do you provide? 

• How do you handle consent? 

• Where does the data go?


• If the hardware is finished and going to market, do we comply with RED and other 
relevant regulation? 

PART THREE:  
UNDERSTANDING PESIA
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Identifying issues and risks

PART THREE:  
UNDERSTANDING PESIA
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Technology, Activities and High Risk
• Technology 

Are new technologies used which might be perceived as being privacy intrusive (e.g. facial 
recognition, use of biometrics)?  

• Automation & Profiling 
Does the technology allow (full or partial) automated-decisions to be taken with regard to the 
data subjects? 
Does the technology allow for human intervention in the decision process? 

• Scale & Breadth 
Does the technology allow the collected data to be easily matched or combined with other 
data sets? 
Does the technology allow to observe, monitor or control data subjects in a systematic way? 

• Context & Space 
Does the technology allow the collection of personal data in contexts that are private? 

• Other risks 

PART THREE:  
UNDERSTANDING PESIA
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Wider impacts in society
Responsibility 

•  Will there be a way to challenge any decisions made by the system? 
•  Will there be clear lines of responsibility for any outcomes, particularly  

between the developers of the tools and the operators to ensure that any  
issues are always dealt with? 

Sustainability 
• Are the devices reusable? How will they be disposed of otherwise? 
• Will the servers providing remote functionalities keep functioning for the lifetime  

of the product? 
Openness 

• Will the device allow for third party add-ons or user re-programming?  
Employment 

 

PART THREE:  
UNDERSTANDING PESIA
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How do you treat users and people whose data you use (Care ethics) 
• Participation and transparency 

• How do you consult with users and others? 

• How well do you support user rights  
• Are there adequate measures or procedures which ensure the reply to every request of 

data subjects? 
• Data Portability 

• Dignity 
• Does the IoT device need to be implanted into the user’s body? 

• Non-discrimination 
• Will the system take into account any particular characteristics of the users when making 

any determination, such as age, gender or disability?  
• Autonomy  

Will the device reduce individuals ability to make their own decisions? 
•

PART THREE:  
UNDERSTANDING PESIA
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Challenges: 

• Identifying risks and issues in the technology is OK: expand analysis from 
individuals to the wider community and society harder 

• Consultation, participation and external input (integrate in external design and 
product design methodologies) 

• The “treating people” section, where individual data protection rights overlap with 
ethical values of participation, dignity, autonomy, etc. 

• Incorporating other tools: STRIDE, UK Code of IoT Security, etc.. 

• Pushing people to speculate beyond their comfort zone.

PART THREE:  
UNDERSTANDING PESIA
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The ethics puzzle

PART THREE:  
UNDERSTANDING PESIA
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Non-
discrimination

Equality

dignity

Avoiding any forms of surveillance or 
invasive control over individuals 
using IoT devices. IoT devices shall 
not be used to collect unauthorised 
private information or to publicly 
disclose private facts.

safety

Protecting users against any 
harm due to IoT devices 
(hardware and software 
security). 
Updatability of devices for 
security. 

openness

Promoting open hardware and 
software with open source 
code. 

inclusion 

well-being

Increase individuals’ well-
being and fostering “IoT for 
good”. 

autonomy

Safeguarding individual self-
determination and freedom of 
expression. 

Considering diversity and inclusion 
both in IoT development and with 
regard to users’ experience.

Participation

Enabling people to effect 
real change

Sustainability

Social and environmental 
justice 

SOCIAL AND ETHICAL VALUES
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THE PUZZLE

PRIVACY SOCIAL AND ETHICAL SIDE

VALUES SITUATIONS QUESTIONS

QUESTIONS

IMPACTS
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Managing risks

PART THREE:  
UNDERSTANDING PESIA
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PART THREE:  
UNDERSTANDING PESIA
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How do you handle data accurately and securely 
• Technical measures 

Are there procedures or mechanisms to create backups? 
If information is converted in anonymous information, are there procedures which ensure the 
irreversibility of the process and the impossibility to re-identify data subjects?  

• Policies 
Is there a data breach management action plan in place? 
Is there a records management policy in place which includes a retention and destruction 
schedule?  

• Organisational measures 
Is there an access register to the IT systems containing personal data? 

• Data processors 
• Staff 

  

PART THREE:  
UNDERSTANDING PESIA
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PART THREE:  
UNDERSTANDING PESIA
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[MORE TOOLS] 

“ancillary” tools to support ethical 
reflection and self-assessment

PART FOUR:  
TOOLS AGAIN



STATE MAP GAPS STEER SHARETools



STATE MAP

PESIA Question

GAPS

 contextualise answer 
through scenario

STEER

cause

cause

cause

enables

disables

enables

understand impacts
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#value #ingredient

here’s an 
idea for you

#question#value #ingredient #question
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values
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SHARE

weighted evaluation 
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Ethical Update

MAP

commit 
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update

Tools



STATE MAP

PESIA Question

GAPS

 contextualise answer 
through scenario

STEER

cause

cause

cause

enables

disables

enables

understand impacts

Solution ideation

#value #ingredient

here’s an 
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idea idea
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STATE MAP

PESIA Question

Technical diagram - Blueprint 

Technical ingredients 
Users 

Context 
Employees

Moving Manifesto 

Values  
Numerically weighted

PESIA database 

Values, questions 
Materials, values, questions

Data

GAPS

 contextualise answer 
through scenario

STEER

cause

cause

cause

enables

disables

enables

understand impacts

Solution ideation

#value #ingredient

here’s an 
idea for you

Solutions library 

Solutions from VIRTEU group and 
community tagged with PESIA question / 

ingredient from map / value

#question#value #ingredient #question

idea idea
values

values

values

values

values

SHARE

weighted evaluation 
of ideas

Ethical Update

MAP

commit 
the 

update

Ethics Log 

Updates you have made to your 
company and / or product because of 

the realisations

Tools



STATE MAP GAPS

 contextualise 
answer

STEER

#value #ingredient #question#value #ingredient #question

SHARE

weighted evaluation 
of ideas

MAP

solutions
questions



 
contextu

# #in ## #in #

weighte
d 

M

solutions
questions

SHIFT

speculate beyond the visible issues

Users identified 
Context 

Relevant speculations database 
IOT trends 

IOT Type trends

Data

Tools
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STEER

#value #ingredient #question

#value #ingredient #question

SHARE

weighted evaluation 
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MAP

solutions

questions

SHIFT futures
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-TESTING-
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Integrating PESIA
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Facilitation
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Engagement
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Challenges

PART FIVE:  
REFLECTIONS
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Challenges: 

• What else is needed before, during, after 
an assessment? 

• Impact of hardware design and component 
decisions 

• How do you make sure there are outcomes 
and not just a nice diagram and ethics 
washing?

PART FIVE:  
REFLECTIONS
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what other steps 
would you add?

MAPTEAM RELATIONS PESIA QUESTIONS ANSWERS

*THEN WHAT?

disagreement

agreement

what else is needed 
other than product 

redesign?

likely risk

ANALYSIS

high risk

agreement

other 
actions?

other 
actions?

other ways 
to handle 
follow-up 
measures?

*WHAT IS NEEDED BEFORE, DURING AND AFTER PESIA?

PART FIVE:  
REFLECTIONS
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What we did:

PART FIVE:  
REFLECTIONS
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PART TWO:  
ENGAGING WITH PESIA

We are working on a product at our start-up. 

1. Get to know the diagram of the elements of your 
respective products. 

2. Now add any relations (users + makers + stakeholders). 
Who is related (using, impacted, connected to) to each 
element in your product? 

3. What are your ethics, and specifically, your values 
while working at OldLifeWell? 
a. Individually, take ethical concepts you would like 

to have at OldLifeWell and bring them back to your 
table 

b. In your table group, discuss each ethical concept. 
If there are any with divergent definitions, or 
words that one group member is “not ok with”, 
discuss with the knowledge that you need to work 
together on this product for the next 100 years. 

4. Consider PESIA questions 

5. Is there a problem? 
a. Play a role / devil’s advocate / push each other
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5. Is there a problem? 
a. Play a role / devil’s advocate 
b. If yes + you agree there is a problem: 

• Revisit your product map 
• Mark-up with ±3 ways to address problem 
• Decide which one you will take 
• Commit the change on your product map 

c. If yes but inconclusive (1 yes, 1 no): 
• 1st try: create a scenario of why you should 
care about this PESIA answer: a user story, an 
imagined possible future outcome that could 
come from your PESIA answer? 

• Then go back to 4. 
• 2nd try: create a positive / negative news 
splash from your PESIA answers. What’s the 
headline? 

• Then go back to 4. 
• 3rd try: brainstorm your own. 

d. If no: 
• How would you communicate this good news? 
• To whom, through what medium?

PART TWO:  
ENGAGING WITH PESIA



AMS Stakeholder Workshop

PART TWO:  
ENGAGING WITH PESIA

Reflect + Re-make
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PART TWO:  
ENGAGING WITH PESIA

what kind of 
scenarios were more 

persuasive?

any other important 
activities or 
actions here?

how else can we  
get our PESIA 

respondents to care?

5. Is there a problem? 
a. Play a role / devil’s advocate 
b. If yes + you agree there is a problem: 

• Revisit your product map 
• Mark-up with ±3 ways to address problem 
• Decide which one you will take 
• Commit the change on your product map 

c. If yes but inconclusive (1 yes, 1 no): 
• 1st try: create a scenario of why you should 
care about this PESIA answer: a user story, an 
imagined possible future outcome that could 
come from your PESIA answer? 

• Then go back to 4. 
• 2nd try: create a positive / negative news 
splash from your PESIA answers. What’s the 
headline? 

• Then go back to 4. 
• 3rd try: brainstorm your own. 

d. If no: 
• How would you communicate this good news? 
• To whom, through what medium?

other ideas of 
“trump” cards?

what else is needed 
to grasp answer’s 

implications?

did different ideas 
of “ethics” come out 
when talking here?

any other actions 
you would take?
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PART TWO:  
ENGAGING WITH PESIA

if there were 
misunderstandings, 
what would have 
helped here?

was your map at all 
prioritised, or 

weighted?

if there were 
misunderstandings, 
what would have 
helped here?

We are working on a product at our start-up. 

1. Get to know the diagram of the elements of your 
respective products. 

2. Now add any relations (users + makers + stakeholders). 
Who is related (using, impacted, connected to) to each 
element in your product? 

3. What are your ethics, and specifically, your values 
while working at OldLifeWell? 
a. Individually, take ethical concepts you would like 

to have at OldLifeWell and bring them back to your 
table 

b. In your table group, discuss each ethical concept. 
If there are any with divergent definitions, or 
words that one group member is “not ok with”, 
discuss with the knowledge that you need to work 
together on this product for the next 100 years. 

4. Consider PESIA questions 

5. Is there a problem? 
a. Play a role / devil’s advocate / push each other
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PLANS 

What happens next in the project 
and how can you continue to be 

involved if interested?

PART FIVE:  
REFLECTIONS
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The Package
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THANK YOU!

PART FIVE:  
REFLECTIONS


